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pcima ne smijete
sti u opasnost integritet podataka
baze!
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AUtentitikacija

Problem odrzavanja i
administracije opcenito

hroug
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Jedna autentifikacija

!

U zasebnoj schemi-TOOLS
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Modelpodatka

Model je jednostavan -
samo 4 tablice

XE_USERS glavna tablica s
podacima o korisnicima

XE_SECRETS-lookup tablica polja
(xe_users.xe_secret)

XE_APPS-tablica s podacima o
aplikacijama
(xe_users.xe_app)

XE_PAGES-tablica s podacima o
pojedinim stranicama

[ =R 0)

PAGE_URL

PAGE_ID

NUMBER (38}
VARCHAR2 (255 Char)
MUMEER (38)

DESCRIPTION VARCHARZ (128 Char)
IS_STARTUP  NUMEER

XE_APP
STATUS
USERNAME
DISPLAY_NAME
EMAIL
USER_GROUP
USER_TYPE
§ ) STARTUP_PAGE
SHOW_NR_ROWS
FIRST_LOGIN
LAST LOGIN
LCK_TIMEL
LCK_COUNTERL
LCK_TIMEZ
LCK_COUNTERZ
PASSWORD
SALT
PASSWORD_APP
PIRES_ON
- SECRET
SECRET_ANSWER
RANDOM_STRING
CREATE_DATE
CREATE_USER
EDIT_DATE
EDIT_USER
ATTRIBEUTEL
ATTRIBUTEZ
ATTRIBUTE3
ATTRIBUTE4

NUMEER (38}

NUMBER (38}

NUMBER (38}
VARCHARZ (32 Char)
VARCHARZ (32 Char)
VARCHARZ (84 Char)
VARCHARZ (1 Char)
VARCHARZ (1 Char)
NUMBER (38)

NUMBER (38)

DATE

DATE

DATE

NUMBER (38}

DATE

NUMBER (38}
VARCHARZ (128 Char)
VARCHARZ (54 Char)
NUMBER (38}

DATE

NUMBER (38)
VARCHARZ (64 Char)
VARCHARZ (32 Char)
DATE

VARCHARZ (32 Char)
DATE

VARCHARZ (32 Char)
VARCHARZ (255 Char)
VARCHARZ (255 Char)
VARCHARZ (255 Char)
VARCHARZ (255 Char)

N (FK) (D3)

N (FK) (1)

=
NAZIV
DEFAULT A FP_LRL
DEFAULT PAGE

CEFAULT_NR RONS
© 0] DEFAULT_PAGE ADMIN
© 2] DEFAULT_LOGIN_PAGE ADMIN
DEFAULT_N R_RON'S_A DMIN
IS_DEBUG_MODE
15_DE_ERROR_LOG
IS_RECORD_PAGE_HIT
15_ADMIN_MODE
p® O ADMIN_MODE_PAGE
I5_WEE_DOWN
4 B WEB_DOWN_PAGE
I5_PIC_VERIFICAT
SESSION_ TIMEQUT
AUTO_REFRESH_RATE
ATTRIBUTEL
ATTRIBUTE2
ATTRIBUTEZ
ATTRIBUTE4
APP_TYPE

)
NAZIV VARCHARZ (36 Byte)

NUMEER (38)
VARCHARZ (36 Char)
VARCHARZ (255 Char)
NUMEER (38)

NUMEER (38}

NUMEER (38}

NUMEER (38}

NUMEER (38)

NUMEER (38)

NUMEER (38}

NUMBER (38}

NUMEER (38}

NUMBER (38}

NUMEER (38)

NUMBER (38}

NUMEER (38)

NUMBER (38}

NUMEER (38}

NUMBER (38}
VARCHARZ (255 Char)
VARCHARZ (255 Char)
VARCHARZ (255 Char)
VARCHARZ (255 Char)
VARCHARZ (1 Char)

NN

NN (FK)
NN (FK)
NN
NN (FK)
NN (FK)
NN
NN



http://www.hroug.hr/
http://www.teb-informatika.hr/

>T>=>B>

INFORMATIKA

il



http://www.hroug.hr/
http://www.teb-informatika.hr/

»'rh»=:>»E3>
—_—

INFORMATIKA

DEFAULT O

joj se upisuju stranice koje su znacajne za

XE PAGES.ID IS 'Surogat key';
XE PAGES.PAGE URL IS 'WEB url stranice-klasican link';

XE PAGES.PAGE_ID IS 'Ako je PAGE URL bro]j onda pokusa spremiti to
stil rada and future compatibility...) 0 za neuspjeh';

XE PAGES.DESCRIPTION IS 'Free from entry for that user';
XE PAGES.IS STARTUP IS 'Da 1li stranica moze biti startup';
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ATTRIBUTE1
ATTRIBUTEZ2
ATTRIBUTE3
ATTRIBUTE4

SESSION_TIMEOU
AUTO_REFRESH RATE

BER (38
NUMBER (38)
NUMBER (38)
NUMBER (38)
NUMBER (38)
NUMBER (38)
NUMBER (38)
NUMBER (38)
NUMBER (38)
NUMBER (38)
NUMBER (38)
NUMBER (38)
NUMBER (38)
NUMBER (38)
NUMBER (38)

1 CHAR) DEFAULT 'J' NOT NULL,
CHAR) CONSTRAINT XE_APPS_DEFAULT APP URL_NN NOT NULL,
CONSTRAINT XE APPS_DEF PAGE_NN NOT NULL,

ONSTRAINT XE APPS_DEF_LOGIN PAGE_NN NOT NULL,

AULT 10 CONSTRAINT XE_APPS DEF_NR ROWS_NN NOT NULL,

AINT XE_APPS DEF_PAGE ADMIN NN NOT NULL,

T XE APPS_DEF_LOGIN_PG_ADMIN NN NOT NULL,

DEFAULT 30 CONSTRAINT XE APPS_DEF NR_ROWS_ADMIN NN NOT NULL,
DEFAULT 0 CONSTRAINT XE APPS_IS_DEBUG MODE_NN NOT NULL,
DEFAULT 0 CONSTRAINT XE APPS_IS_ DB ERROR_LOG_NN NOT NULL,
DEFAULT 0 CONSTRAINT XE APPS_IS_RECORD PAGE_HIT NN NOT NULL,
DEFAULT 0 CONSTRAINT XE APPS_IS_ADMIN MODE_NN NOT NULL,
CONSTRAINT XE APPS_ADMIN MODE_PAGE_NN NOT NULL,

DEFAULT 0 CONSTRAINT XE APPS_IS_WEB DOWN NN NOT NULL,
CONSTRAINT XE APPS_WEB DOWN_PAGE_NN NOT NULL,

DEFAULT 0 CONSTRAINT XE APPS_IS_PIC_VERIFICAT NN NOT NULL,
DEFAULT 300 CONSTRAINT XE APPS_SESSION_TIMEOUT NN NOT NULL,
DEFAULT 30 CONSTRAINT XE APPS_AUTO REFRESH RATE NN NOT NULL,

VARCHAR2 (255 CHAR),
VARCHAR2 (255 CHAR),
VARCHAR2 (255 CHAR),
VARCHAR2 (255 CHAR)
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XKELUSERS (04_xe_users.tb

TRAINT XE USERS_ID NN NOT NULL,

AINT XE_APPLICATION ID NN NOT NULL,
DEFAULT 1,

STRAINT XE_USERS_USERNAME_NN NOT NULL,

DEFAULT 'U' CONSTRAINT XE_USERS_USER GROUP_NN NOT NULL,
VAR HAR2(1 CHAR) DEFAULT 'F' CONSTRAINT XE USERS_USER TYPE NN NOT NULL,
NUMBER (38) CONSTRAINT XE_USE ARTUP_PAGE_NN NOT NULL,

NUMBER (38) T 30,

DATE,
DATE,
DATE,
BER (38) DEFAULT O,

ATE ,

JMBER (38) DEFAULT O,

VARCHAR2 (128 CHAR) CONSTRAINT XE USERS_PASSWORD NN NOT NULL,

VARCHAR2 (64 CHAR) CONSTRAINT XE USERS_SALT NN NOT NULL,

BER (38) CONSTRAINT XE USERS_ONE_PASSWORD NN NOT NULL,

EXPIRES ON DEFAULT (ADD MONTHS (SYSDATE, 1200)) CONSTRAINT XE USERS_EXPIRES ON NN NOT NULL,
XE_SECRET MBER (38) CONSTRAINT XE USERS_ SECRETS_ID NN NOT NULL,

SECRET ANSWER HAR2 (64 CHAR) CONSTRAINT XE USERS SECRET ANSWER NN NOT NULL,

RANDOM_STRING VARCHAR2 (32 CHAR),

CREATE_DATE DATE CONSTRAINT XE USERS DATKRE NN NOT NULL,

~ CREATE_USER VARCHAR2 (32 CHAR) CONSTRAINT XE USERS KORKRE NN NOT NULL,

EDIT DATE DATE,
EDIT USER VARCHAR2 (32 CHAR),

ATTRIBUTE1l VARCHAR2 (255 CHAR),
ATTRIBUTE2 VARCHAR2 (255 CHAR),
ATTRIBUTE3 VARCHAR2 (255 CHAR),

ATTRIBUTE4 VARCHAR2 (255 CHAR)
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onimi (ako ih se ve¢ definira)
s rg%og imena od pripadnog
je

NOT NULL NUMBER (38)

- NOT NULL VARCHAR2 (255 CHAR)

NOT NULL NUMBER (38)
VARCHAR2 (128 CHAR)
NUMBER

' NOT NULL NUMBER (38)
PAGE_URL NOT NULL VARCHAR2 (255 CHAR)
PAGE_ID . NOT NULL NUMBER (38)
DESCRIPTION VARCHAR?2 (128 CHAR)
IS_STARTUP NUMBER

m Ali to ne preporucujem!
Sve raditi kroz ,code interface”
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eme (aplikacije) niti jedan podatak
idjeti:

je modela bez redefiniranja objekta
1D 1Z eBS—a)
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Viodel koda

jen u dva dijela

0 koji je zajed:
mnogi drugi modu
AUTH” dio

0 koji je namijenjen samo autentifikaciji (,, XE”
efiks, eBS nac¢in imenovanja objekata)

1 za mnogo Sire radnje koje koriste

4 je sav bitan kod drzati na jednom mjestu
- @ Kod je sucelje prema svim APEX/JAVA
~ aplikacijama
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= Packages:

o= BOOL

o COMMON_PKG
o TOOLS_PKG

- = DEBUG_PKG

ocedures:
UTO_LOG_ERROR_JAVA

o AUTO_LOG_ERROR_XE_AUTH
s TGBIU_APEX

s AUTO_LOG_ERROR_DEBUG
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T = B |
T = TOOLS ,XE_AUTH” dio ﬁ?a_.]g

= Packages:

o XE_CRYPTO_PKG
o XE_GLOBAL_PKG
o XE_AUTH_PKG

(Java); u sluca]u greske vracaju
tivne vrijednosti ORA greske
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Viodel koda

nimi trebali bi biti drugog imena
pjekta (skrivanje)

In/Out Default?

BINARY INTEGER IN
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Model Apex koda

jja komunicira iskljucivo preko
iranih procedura/funkcija i

> bitne varijable uitavaju se samo jednom,
on uspjele autentifikacije

ble su zasti¢ene na dva nacina:

Definicija na server strani, nije moguce editiranje na
jlentu (Application item -> Session State
Protection->Restricted - May not be set from
browser)

2. Apex osiguranje (Application item -> Session State
Protection->Checksum Required - Session Level)
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odel Apex koda

ikazujte vitalne podatke u

oristite DISPLAYNAME)

IC USER THEN
e USER';

WNER#.pkg auth.
PP USER_DISPLAY :=

BRUSERDISPLAY :=
Rif.pkg auth.get user display name (:APP USER);

ese sustava (klijent je OK)

= Osta > podatke (bitne jedino adminima)
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g
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zentacija mogucnosti

istiti #OWNER# u Apex-u (reusable
ikacije u drugoj schemi!)

e bude login stranica (po
Oja je definirana ,, Session
Valid Page” opcijom)

e-Authentication Process” staviti

P AFTER LOGIN URL := null

ako se zeli onemoguciti deep link

(ne u ovom primjeru)

= Login stranica obvezno na , https” protokolu
(Apache rule za korekciju http->https)
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h (public-private key)

cement (change password)

sti, APP2 posebni pasword

$ 3 login failure X day timeout (send mail na
usera?)

= Admin moze resetirati lock (ali najbolje kroz sucelje
a ne direktno nad tablicama)
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entacija mogucnosti

SHOW_NR_ROWS
ava ili druga Appexg iz vanjske aplikacije
rimjer poziva iz forme

PLS INTEGER;
VARCHAR2 (1024) ;

XE AUTH_PKG.generate_autologin_data(1,v_url) = 1 THEN

= David Copperfield is not dead!
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